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What	
  You	
  Won’t	
  Get	
  From	
  Me	
  

Ê  Digital	
  offensive	
  
techniques	
  and/or	
  
activities	
  that	
  violate	
  
state/federal	
  laws.	
  	
  

Ê  Legal	
  Advice.	
  I’m	
  not	
  an	
  
attorney	
  or	
  law	
  
enforcement	
  official.	
  

Ê  I’m	
  also	
  not	
  here	
  to	
  fix	
  
your	
  computer,	
  printer,	
  
or	
  other	
  digital	
  device.	
  	
  



“Never	
  say	
  anything	
  in	
  an	
  electronic	
  
message	
  that	
  you	
  wouldn’t	
  want	
  
appearing,	
  and	
  attributed	
  to	
  you,	
  in	
  
tomorrow	
  morning’s	
  front-­‐page	
  headline	
  
in	
  the	
  New	
  York	
  Times.” 	
  
	
  
— Colonel	
  David	
  Russell,	
  former	
  head	
  of	
  DARPA’s	
  
Information	
  Processing	
  Techniques	
  Office	
  



It’s	
  Scary	
  Out	
  There	
  

Ê  In	
  2013,	
  Edward	
  Snowden,	
  a	
  Booz	
  Allen	
  employee	
  contracted	
  to	
  the	
  NSA	
  ,	
  
revealed	
  massive	
  domestic	
  and	
  global	
  surveillance	
  programs	
  sponsored	
  by	
  the	
  
US,	
  UK,	
  and	
  Australia	
  .	
  

Ê  In	
  May	
  2014,	
  six	
  officers	
  of	
  China’s	
  People’s	
  Liberation	
  Army	
  (PLA)	
  were	
  indicted	
  
for	
  economic	
  espionage	
  against	
  a	
  number	
  of	
  U.S.	
  based	
  companies.	
  

Ê  In	
  November	
  2014,	
  a	
  North	
  Korean	
  hacker	
  group	
  posted	
  corporate	
  data	
  from	
  
Sony	
  Pictures	
  on	
  Wikileaks.	
  This	
  included	
  employee	
  PII	
  and	
  email.	
  	
  

Ê  In	
  June	
  2015,	
  Office	
  of	
  Personnel	
  Management	
  (OPM)	
  announced	
  it	
  had	
  been	
  
hacked.	
  Records	
  of	
  22.1M	
  federal	
  workers	
  and	
  contractors	
  were	
  compromised,	
  
including	
  members	
  of	
  the	
  intelligence	
  community.	
  Breach	
  was	
  attributed	
  to	
  
China	
  

Ê  In	
  April	
  2015,	
  it	
  was	
  disclosed	
  that	
  Russian	
  hackers	
  had	
  breached	
  the	
  White	
  
House’s	
  network.	
  

Ê  In	
  the	
  2015	
  Anthem	
  Blue	
  Cross	
  breach,	
  approximately	
  80M	
  records	
  were	
  
impacted.	
  The	
  breach	
  was	
  attributed	
  to	
  China.	
  



Not	
  If,	
  But	
  When	
  

Ê  Organizations	
  hit	
  over	
  the	
  last	
  12	
  months	
  include:	
  
Ê  Arby’s,	
  Wendy’s	
  and	
  other	
  food	
  chains.	
  
Ê  InterContinental,	
  Holiday	
  Inn,	
  Hyatt,	
  Trump	
  and	
  Kimpton	
  

Hotels	
  
Ê  LinkedIn,	
  LANDESK,	
  Scottrade,	
  Experian,	
  Oracle,	
  Twitter,	
  

ADP,	
  Pwnedlist,	
  Spotify,Yahoo!	
  	
  
	
  

AND	
  
Ê  Democratic	
  National	
  Committee	
  and	
  National	
  

Republican	
  Senatorial	
  Committee	
  systems	
  allegedly	
  
breached	
  by	
  Russia.	
  



How	
  Criminals	
  Get	
  Your	
  Data	
  



Social	
  Engineering,	
  aka	
  Phishing	
  	
  





Passwords	
  Really	
  Suck	
  

Ê  Samples	
  from	
  the	
  Ashley	
  
Madison	
  breach	
  

Ê  Originally	
  posted	
  on	
  Pastebin,	
  
a	
  site	
  for	
  sharing	
  text,	
  but	
  
often	
  used	
  for	
  distributing	
  
stolen	
  data.	
  





Brian	
  Kreb’s	
  Immutable	
  Truths	
  About	
  Data	
  Breaches	
  

Ê  If	
  you	
  connect	
  it	
  to	
  the	
  Internet,	
  someone	
  will	
  try	
  to	
  hack	
  it.	
  

Ê  If	
  what	
  you	
  put	
  on	
  the	
  Internet	
  has	
  value,	
  someone	
  will	
  invest	
  time	
  
and	
  effort	
  to	
  steal	
  it.	
  

Ê  Even	
  if	
  what	
  is	
  stolen	
  does	
  not	
  have	
  immediate	
  value	
  to	
  the	
  thief,	
  
he	
  can	
  easily	
  find	
  buyers	
  for	
  it.	
  

Ê  The	
  price	
  he	
  secures	
  for	
  it	
  will	
  almost	
  certainly	
  be	
  a	
  tiny	
  slice	
  of	
  its	
  
true	
  worth	
  to	
  the	
  victim.	
  

Ê  Organizations	
  and	
  individuals	
  unwilling	
  to	
  spend	
  a	
  small	
  fraction	
  of	
  
what	
  those	
  assets	
  are	
  worth	
  to	
  secure	
  them	
  against	
  cybercrooks	
  
can	
  expect	
  to	
  eventually	
  be	
  relieved	
  of	
  said	
  assets.	
  

https://krebsonsecurity.com/2017/01/krebss-­‐immutable-­‐truths-­‐about-­‐
data-­‐breaches/	
  



“Only	
  the	
  paranoid	
  survive.” 	
  
— Andy	
  Grove,	
  founder	
  and	
  former	
  CEO	
  of	
  Intel	
  
	
  



Freedom	
  on	
  the	
  Net	
  2016	
  

An	
  annual	
  study	
  of	
  internet	
  freedom	
  around	
  the	
  world	
  



https://motherboard.vice.com/en_us/article/cameroon-­‐internet-­‐outage-­‐diaspora-­‐whatsapp	
  



How	
  the	
  US	
  Government	
  Gets	
  Your	
  Data	
  

Ê  Communications	
  Assistance	
  for	
  Law	
  Enforcement	
  Act	
  –	
  CALEA	
  is	
  a	
  
wiretapping	
  law	
  requiring	
  telecom	
  providers	
  and	
  manufacturers	
  to	
  
provide	
  built-­‐in	
  surveillance	
  capabilities	
  for	
  voice	
  and	
  Internet	
  
traffic.	
  

Ê  Digital	
  Collection	
  System	
  Network	
  -­‐	
  DCSNet	
  is	
  an	
  FBI	
  surveillance	
  
system	
  used	
  for	
  instant	
  wiretaps	
  for	
  telecommunications	
  devices	
  in	
  
the	
  US.	
  	
  

Ê  Computer	
  Fraud	
  and	
  Abuse	
  Act	
  –	
  federal	
  law	
  making	
  it	
  illegal	
  to	
  
intentionally	
  access	
  a	
  computer	
  without	
  authorization	
  or	
  in	
  excess	
  
of	
  authorization,	
  but	
  proposed	
  amendments	
  have	
  been	
  sought	
  to	
  
justify	
  increased	
  data	
  collection.	
  

Ê  USA	
  FREEDOM	
  Act	
  –	
  Update	
  to	
  Patriot	
  Act	
  that	
  imposed	
  some	
  
limits	
  on	
  bulk	
  metadata	
  collection	
  but	
  restored	
  authorization	
  for	
  
roving	
  wiretaps	
  and	
  tracking	
  lone	
  wolf	
  terrorists.	
  



How	
  Technology	
  Companies	
  and	
  Service	
  
Providers	
  May	
  Violate	
  Your	
  Privacy	
  

Ê  Monitoring	
  network	
  traffic	
  for	
  RIAA	
  (Recoding	
  Industry	
  of	
  
America)	
  and	
  MPAA	
  (Motion	
  Picture	
  Association	
  of	
  America)	
  
violations.	
  

Ê  Information	
  Sharing	
  and	
  Analysis	
  Centers	
  –	
  ISACs	
  are	
  
industry-­‐focused	
  associations	
  that	
  share	
  threat	
  data	
  between	
  
members.	
  

Ê  Collection	
  of	
  telemetry	
  data	
  for	
  security,	
  performance	
  
analysis	
  and	
  troubleshooting.	
  	
  

Ê  Collection	
  of	
  full	
  packet	
  data	
  for	
  security,	
  performance	
  
analysis	
  and	
  troubleshooting.	
  	
  

Ê  Providing	
  data	
  to	
  law	
  enforcement	
  with	
  and	
  without	
  
warrants.	
  





Guess	
  Who	
  Else	
  Is	
  Watching?	
  



How	
  the	
  Workplace	
  Invades	
  Your	
  Privacy	
  

Ê  Acceptable	
  Use	
  Policy	
  –	
  AUPs	
  are	
  agreements	
  that	
  
employees	
  must	
  sign	
  to	
  obtain	
  network	
  access	
  from	
  an	
  
organization.	
  They	
  set	
  guidelines	
  on	
  how	
  the	
  network	
  may	
  be	
  
used	
  and	
  generally	
  contain	
  “consent	
  to	
  monitoring”	
  clauses.	
  

Ê  Social	
  Media	
  Policies	
  –	
  this	
  not	
  only	
  includes	
  guidelines	
  for	
  
how	
  you	
  may	
  speak	
  about	
  your	
  employer,	
  it	
  can	
  also	
  impact	
  
how	
  you	
  are	
  allowed	
  to	
  access	
  social	
  media	
  sites	
  at	
  work.	
  

Ê  Security	
  and	
  network	
  technologies	
  such	
  as	
  firewalls,	
  proxy	
  
servers,	
  SSL	
  Intercept,	
  IDS/IPS,	
  DLP,	
  network	
  taps,	
  endpoint	
  
agents,	
  DNS	
  filters	
  and	
  other	
  metadata	
  collection	
  tools.	
  

Ê  Most	
  workplaces	
  implement	
  controls	
  on	
  Internet	
  traffic	
  
similar	
  to	
  repressive	
  governments.	
  



Risk	
  Management	
  101	
  

Ê  Risk	
  =	
  threat	
  x	
  vulnerability	
  x	
  impact	
  
Asset	
  –	
  something	
  of	
  value	
  

Risk	
  –	
  exposure	
  of	
  asset	
  to	
  harm.	
  

Threat	
  –	
  	
  a	
  person	
  or	
  thing	
  likely	
  to	
  cause	
  damage	
  or	
  harm.	
  

Vulnerability	
  –	
  susceptibility	
  to	
  threat.	
  

Impact	
  –	
  effect	
  of	
  damage.	
  

Attack	
  –	
  action	
  to	
  cause	
  harm.	
  

“Risk	
  management	
  is	
  the	
  process	
  of	
  identifying,	
  assessing	
  and	
  
controlling	
  threats	
  to	
  an	
  organization's	
  capital	
  and	
  earnings.”	
  	
  

http://searchcompliance.techtarget.com/definition/risk-­‐management	
  



Threat	
  Modeling	
  101	
  

Ê  A	
  process	
  in	
  which	
  potential	
  threats	
  are	
  identified	
  and	
  analyzed	
  for	
  
likelihood	
  of	
  damage	
  to	
  assets.	
  	
  

Ê  Helps	
  to	
  identify	
  your	
  vulnerability	
  to	
  various	
  attack	
  types.	
  

Ê  Assessment	
  questions:	
  
Ê  What	
  do	
  you	
  want	
  to	
  protect?	
  
Ê  Who	
  do	
  you	
  want	
  to	
  protect	
  it	
  from?	
  
Ê  How	
  likely	
  is	
  it	
  that	
  you	
  will	
  need	
  to	
  protect	
  it?	
  
Ê  How	
  bad	
  are	
  the	
  consequences	
  if	
  you	
  fail?	
  
Ê  How	
  much	
  trouble	
  are	
  you	
  willing	
  to	
  go	
  through	
  in	
  order	
  to	
  try	
  to	
  

prevent	
  those?	
  
	
  
https://ssd.eff.org/en/module/introduction-­‐threat-­‐modeling	
  



http://web.mit.edu/tweilu/www/eff-­‐ssd-­‐mockup/threatmodel.html	
  



Common	
  Threats	
  
Ê  Stingrays	
  aka	
  “IMSI	
  catchers”,	
  Wireless	
  “evil	
  twins”	
  

Ê  Social	
  engineering	
  campaigns	
  using	
  phishing/spearphishing	
  

Ê  Malware,	
  backdoors	
  and	
  surveillance	
  software	
  

Ê  OSINT	
  (open	
  source	
  intelligence	
  aka	
  “passive	
  recon”)	
  –	
  gathered	
  
from	
  social	
  media,	
  blogs,	
  whois,	
  EXIF	
  data,Spokeo,	
  PeekYou,	
  
Google	
  Hacking,	
  etc…	
  

Ê  Denial	
  of	
  Service	
  (DoS/DDoS)	
  attacks	
  

Ê  Compromised	
  privacy	
  software	
  and	
  technologies	
  (open	
  source	
  
encryption,	
  hiding	
  or	
  purchasing	
  vulnerabilities,	
  setting	
  up	
  bogus	
  
Tor	
  nodes)	
  

Governments	
  use	
  the	
  SAME	
  	
  TECHNIQUES	
  AS	
  HACKERS	
  	
  to	
  track	
  you	
  
and	
  violate	
  your	
  privacy.	
  



WARNING!	
  



Passive	
  Reconnaissance	
  Using	
  Whois	
  





EXIF	
  Photo	
  Data	
  



Your	
  Cell	
  Phone	
  Is	
  a	
  Tracking	
  Device	
  

Even	
  when	
  the	
  GPS	
  is	
  disabled,	
  your	
  phone	
  may	
  leak	
  location	
  information.	
  

Ê  When	
  a	
  device	
  isn’t	
  associated	
  to	
  a	
  Wi-­‐Fi	
  network,	
  it	
  sends	
  “beacons”	
  attempting	
  to	
  
reconnect	
  to	
  a	
  previously	
  used	
  network.	
  On	
  some	
  devices,	
  “airplane	
  mode”	
  doesn’t	
  
disable	
  the	
  wireless	
  functionality.	
  This	
  leaks	
  information	
  about	
  the	
  device	
  and	
  can	
  also	
  
make	
  it	
  vulnerable	
  to	
  “man	
  in	
  the	
  middle”	
  attacks,	
  hijacking	
  any	
  Internet	
  traffic.	
  

Ê  Cellular	
  networks	
  can	
  use	
  cell	
  tower	
  position	
  and	
  distance	
  to	
  calculate	
  your	
  location.	
  

Ê  Mobile	
  devices	
  and	
  laptops	
  have	
  unique	
  hardware	
  addresses	
  such	
  as	
  the	
  MAC,	
  IMSI,	
  IMEI	
  
and	
  MEID.	
  These	
  can	
  be	
  used	
  for	
  tracking.	
  

Ê  Internet	
  traffic	
  uses	
  a	
  logical	
  address,	
  an	
  IP	
  number,	
  for	
  sending	
  and	
  receiving	
  traffic.	
  This	
  
data	
  is	
  easily	
  captured	
  and	
  viewed	
  over	
  an	
  open	
  wireless	
  network.	
  

Ê  Bluetooth	
  –	
  a	
  short	
  range	
  wireless	
  device	
  for	
  connecting	
  to	
  speakers	
  or	
  keyboards.	
  It	
  has	
  a	
  
physical	
  address	
  and	
  signal	
  that	
  can	
  be	
  intercepted	
  or	
  tracked.	
  

Ê  IMSI	
  “catchers”	
  aka	
  Stingrays	
  can	
  track	
  the	
  hardware	
  address	
  of	
  your	
  phone	
  and	
  intercept	
  
cellular	
  connections	
  allowing	
  data	
  and	
  voice	
  traffic	
  to	
  be	
  monitored.	
  







Monitoring	
  Wireless	
  Networks	
  



Identifying	
  Wireless	
  User	
  Devices	
  



Network	
  Protocol	
  Analyzer	
  



Online	
  Security	
  Basics	
  

Ê  Email	
  Links	
  are	
  dangerous.	
  Use	
  caution.	
  

Ê  Don’t	
  open	
  attachments	
  you	
  aren’t	
  expecting.	
  Scan	
  with	
  an	
  
AV	
  program	
  prior	
  to	
  opening.	
  

Ê  Be	
  careful	
  when	
  sharing	
  information	
  on	
  social	
  media.	
  

Ê  Use	
  secure,	
  encrypted	
  connections	
  when	
  transmitting	
  
personal	
  information.	
  

Ê  Never	
  send	
  passwords	
  in	
  email.	
  

Ê  Avoid	
  using	
  public	
  computers	
  in	
  libraries	
  or	
  hotels.	
  

Ê  Don’t	
  use	
  Wi-­‐Fi	
  in	
  airports,	
  coffee	
  shops	
  or	
  hotels.	
  If	
  you	
  
must,	
  use	
  a	
  VPN.	
  

Ê  Never	
  leave	
  passwords,	
  credit	
  card	
  numbers	
  or	
  your	
  SSN	
  
unencrypted	
  in	
  email,	
  in	
  the	
  cloud	
  or	
  on	
  your	
  computer.	
  

Ê  Shred	
  anything	
  with	
  your	
  data	
  before	
  throwing	
  away.	
  



Data	
  Privacy	
  Principles	
  

Ê  Identify	
  and	
  categorize	
  your	
  personal	
  data	
  in	
  terms	
  of	
  risk.	
  
The	
  most	
  sensitive	
  information	
  deserves	
  the	
  greatest	
  care.	
  

Ê  Minimize	
  the	
  creation	
  of	
  sensitive	
  data.	
  

Ê  Delete	
  any	
  sensitive	
  data	
  whenever	
  possible.	
  

Ê  Encrypt	
  any	
  of	
  this	
  data	
  that	
  can’t	
  be	
  deleted.	
  



How	
  to	
  Verify	
  a	
  Secure	
  Browser	
  Connection	
  

	
  



Securing	
  Your	
  Browser	
  (and	
  Your	
  Privacy)	
  

Ê  Web	
  browsers	
  can	
  be	
  dangerous.	
  Information	
  they	
  collect	
  and	
  store	
  can	
  be	
  
used	
  by	
  malicious	
  actors	
  for	
  surveillance.	
  A	
  web	
  browser	
  can	
  also	
  be	
  used	
  to	
  
deliver	
  malware	
  or	
  backdoors.	
  

Ê  Helpful	
  tools:	
  
Ê  Tor	
  browser	
  (there	
  are	
  mobile	
  versions	
  for	
  Android	
  and	
  iOS)	
  
Ê  Privacy	
  Badger	
  
Ê  Ghostery	
  privacy	
  extension	
  
Ê  Incognito	
  mode	
  in	
  Chrome	
  or	
  private	
  browsing	
  in	
  Firefox.	
  
Ê  Search	
  engines	
  without	
  personalization	
  or	
  tracking	
  

Ê  DuckDuckGo	
  https://duckduckgo.com/	
  
Ê  searX	
  https://searx.me/	
  
Ê  Startpage	
  https://www.startpage.com/	
  
Ê  Trackmenot	
  https://addons.mozilla.org/en-­‐us/firefox/addon/trackmenot/	
  

Ê  Avoid	
  Flash	
  and	
  other	
  helper	
  apps,	
  they	
  leak	
  information.	
  Disable	
  by	
  default.	
  
Ê  Periodically	
  delete	
  cache,	
  cookies	
  and	
  other	
  stored	
  data.	
  



Ghostery	
  and	
  Privacy	
  Badger	
  



Secure	
  Searching	
  

DuckDuckGo	
  is	
  a	
  non-­‐tracking	
  search	
  engine	
  
https://duckduckgo.com/	
  



Chrome	
  and	
  Firefox	
  Private	
  Browsing	
  



Panopticlick	
  

https://panopticlick.eff.org/	
  



Tor	
  –	
  the	
  onion	
  router	
  



Tor	
  Browser	
  -­‐	
  https://www.torproject.org/	
  



Tor	
  Tips	
  

Ê  Tor	
  only	
  protects	
  applications	
  that	
  are	
  configured	
  to	
  send	
  Internet	
  
traffic	
  through	
  Tor.	
  To	
  avoid	
  problems,	
  use	
  the	
  pre-­‐configured	
  Tor	
  
Browser	
  or	
  Tails	
  OS.	
  	
  

Ê  The	
  Tor	
  Browser	
  blocks	
  browser	
  plugins	
  such	
  as	
  Flash,	
  RealPlayer,	
  
Quicktime,	
  and	
  others:	
  they	
  can	
  be	
  manipulated	
  into	
  revealing	
  your	
  
IP	
  address.	
  	
  

Ê  Use	
  HTTPS	
  versions	
  of	
  websites.	
  Tor	
  will	
  only	
  encrypt	
  your	
  traffic	
  to	
  
and	
  within	
  the	
  Tor	
  network	
  

Ê  Don't	
  open	
  documents	
  downloaded	
  through	
  Tor	
  while	
  online,	
  this	
  
could	
  leak	
  data	
  through	
  helper	
  apps.	
  	
  

Ê  If	
  you	
  must	
  work	
  with	
  DOC	
  and/or	
  PDF	
  files,	
  use	
  a	
  disconnected	
  
computer,	
  a	
  virtual	
  machine	
  image	
  with	
  networking	
  disabled,	
  or	
  
Tails.	
  	
  

Ê  Tor	
  prevents	
  the	
  disclosure	
  of	
  websites	
  you	
  connect	
  to,	
  but	
  it	
  does	
  
not	
  prevent	
  someone	
  learning	
  that	
  you're	
  using	
  Tor.	
  	
  



Personal	
  VPNs	
  

Ê  Similar	
  to	
  Tor,	
  Virtual	
  Private	
  Networks	
  (VPNs)	
  can	
  provide	
  an	
  
additional	
  layer	
  of	
  protection	
  from	
  surveillance.	
  

Ê  It	
  creates	
  an	
  encrypted	
  tunnel	
  for	
  your	
  traffic	
  and	
  can	
  route	
  it	
  
through	
  another	
  network,	
  sometimes	
  through	
  another	
  
country.	
  

Ê  A	
  VPN	
  hides	
  your	
  original	
  IP	
  address	
  and	
  all	
  your	
  traffic	
  inside	
  
the	
  tunnel.	
  

Ê  	
  Can	
  also	
  help	
  to	
  evade	
  monitoring	
  and	
  censorship	
  of	
  Internet	
  
content.	
  



VPN	
  Tips	
  

Ê  Look	
  for	
  a	
  VPN	
  provider	
  with	
  locations	
  outside	
  the	
  US.	
  Some	
  
have	
  stricter	
  privacy	
  laws	
  and	
  won’t	
  readily	
  provide	
  traffic	
  
logs	
  or	
  user	
  data	
  to	
  US	
  law	
  enforcement.	
  

Ê  Focus	
  on	
  providers	
  that	
  don’t	
  store	
  traffic	
  logs	
  at	
  all,	
  so	
  the	
  
history	
  of	
  your	
  online	
  activity	
  is	
  less	
  likely	
  to	
  be	
  tracked.	
  	
  

http://www.techradar.com/news/the-­‐best-­‐vpn-­‐services-­‐and-­‐
vpn-­‐deals-­‐of-­‐2017	
  

http://www.pcmag.com/article2/0,2817,2403388,00.asp	
  

	
  

	
  



Encryption	
  



Cryptography	
  Basics	
  

Ê  Encryption	
  is	
  the	
  technique	
  of	
  obfuscating	
  data	
  to	
  prevent	
  
unauthorized	
  access.	
  

Ê  Cryptographic	
  tools	
  can	
  provide	
  the	
  following:	
  
Ê  Confidentiality	
  –	
  keeping	
  information	
  private	
  through	
  

encryption	
  

Ê  Integrity	
  –	
  making	
  sure	
  data	
  hasn’t	
  been	
  altered	
  	
  

Ê  Authentication-­‐	
  ensuring	
  identity	
  
Ê  Non-­‐repudiation	
  –	
  preventing	
  refutation	
  

Always	
  ask	
  yourself,	
  “Who	
  has	
  the	
  keys?”	
  If	
  it	
  isn’t	
  you,	
  that	
  
organization	
  can	
  be	
  forced	
  to	
  provide	
  them	
  to	
  law	
  enforcement.	
  



Encryption	
  Use-­‐Cases	
  

Ê  Encryption-­‐at-­‐rest	
  means	
  data	
  on	
  a	
  device	
  is	
  stored	
  
encrypted	
  (a	
  computer	
  disk	
  or	
  mobile	
  device).	
  

Ê  Encryption-­‐in-­‐transit	
  means	
  data	
  is	
  encrypted	
  while	
  in	
  
motion	
  over	
  a	
  network	
  (HTTPS).	
  

Ê  Full	
  disk	
  or	
  device	
  encryption	
  is	
  used	
  to	
  prevent	
  unauthorized	
  
physical	
  access	
  to	
  information	
  on	
  a	
  device.	
  

Ê  Email	
  encryption	
  can	
  be	
  used	
  to	
  ensure	
  confidentiality,	
  
integrity	
  and	
  non-­‐repudiation	
  of	
  email	
  communication.	
  

Ê  Encrypted	
  chat	
  and	
  text	
  messaging	
  is	
  used	
  to	
  ensure	
  
confidentiality	
  of	
  communication	
  in	
  transit.	
  Sometimes	
  
integrity	
  and	
  non-­‐repudiation	
  as	
  well.	
  



Encryption	
  Tools	
  

Ê  FileVault	
  on	
  OSX	
  or	
  Bitlocker	
  on	
  Windows	
  

Ê  Android	
  and	
  iOS	
  have	
  native	
  encryption	
  

Ê  For	
  email:	
  Thunderbird	
  with	
  the	
  Enigmail	
  plugin,	
  Protonmail,	
  
Virtru,	
  Voltage,	
  Hushmail	
  	
  

Ê  With	
  chat:	
  ChatSecure,	
  Zom	
  Mobile	
  Messenger,	
  Pidgin	
  or	
  
Adium	
  and	
  OTR	
  (off	
  the	
  record)	
  

Ê  Text	
  messaging:	
  Signal,	
  WhatsApp	
  	
  



Why	
  Encryption	
  Fails	
  

Ê  Poor	
  password	
  (i.e.	
  key)	
  	
  

Ê  Unsecured	
  password/key	
  

Ê  Physical	
  access	
  to	
  a	
  running	
  device	
  (Cold	
  Boot	
  Attack,	
  Evil	
  
Maid	
  Attack)	
  	
  

Ê  Email	
  is	
  sent	
  encrypted,	
  but	
  stored	
  unencrypted.	
  

Ê  Unencrypted	
  chat	
  logs	
  are	
  stored	
  on	
  a	
  device.	
  

Ê  Failure	
  to	
  delete	
  data	
  securely.	
  

Ê  Encryption	
  implementation	
  has	
  a	
  backdoor,	
  uses	
  a	
  weak	
  
cipher	
  or	
  implemented	
  improperly.	
  



https://postmodernsecurity.com/category/security-­‐soc-­‐puppets/	
  

Gert	
  and	
  Bernie	
  on	
  Email	
  Security	
  



Turning	
  On	
  Encryption:	
  iOS	
  and	
  Android	
  

How	
  to	
  encrypt	
  Android	
  https://www.howtogeek.com/141953/how-­‐to-­‐encrypt-­‐your-­‐android-­‐phone-­‐and-­‐why-­‐you-­‐might-­‐want-­‐to/	
  

How	
  to	
  encrypt	
  an	
  iPhone	
  http://www.zdnet.com/article/how-­‐to-­‐turn-­‐on-­‐iphone-­‐ipad-­‐encryption-­‐in-­‐one-­‐minute/	
  



Enable	
  Encryption:	
  Windows	
  and	
  OSX	
  

Enabling	
  FileVault	
  https://support.apple.com/en-­‐us/HT204837	
  

Enabling	
  Bitlocker	
  https://uit.stanford.edu/service/encryption/wholedisk/bitlocker	
  



ProtonMail	
  and	
  Virtru	
  



Chatsecure	
  and	
  Signal	
  



Endpoint	
  Protection	
  and	
  Anti-­‐Virus	
  Software	
  

Ê  Yes,	
  Macs	
  get	
  malware.	
  

Ê  Install	
  or	
  turn	
  on	
  your	
  firewall.	
  On	
  OSX,	
  it	
  isn’t	
  enabled	
  by	
  
default.	
  

Ê  Set	
  boot	
  and	
  screensaver	
  passwords.	
  	
  

Ê  Apply	
  all	
  application	
  patches	
  and	
  operating	
  system	
  updates.	
  

Ê  Make	
  sure	
  mobile	
  devices	
  (laptops,	
  phones,	
  tablets)	
  have	
  
screen	
  timeouts	
  and	
  are	
  password	
  protected.	
  The	
  fingerprint	
  
reader	
  is	
  okay,	
  but	
  avoid	
  PINs.	
  

Ê  If	
  your	
  computer	
  becomes	
  infected	
  with	
  malware,	
  reinstall	
  it.	
  
Modern	
  malware	
  is	
  difficult	
  to	
  remove	
  completely.	
  



https://www.hackread.com/hackers-­‐selling-­‐undetectable-­‐proton-­‐mac-­‐malware/	
  



Password	
  
Managers	
  



Going	
  Off	
  The	
  Grid	
  

Ê  Use	
  dedicated	
  devices	
  prepaid	
  phones	
  and	
  laptops	
  without	
  
any	
  personal	
  information	
  or	
  accounts.	
  	
  

Ê  Use	
  special	
  software	
  that	
  runs	
  a	
  virtualized	
  computer	
  image	
  
on	
  your	
  system	
  and	
  can	
  be	
  easily	
  destroyed.	
  
Ê  Vmware	
  Fusion	
  
Ê  Parallels	
  
Ê  VirtualBox	
  

Ê  Boot	
  from	
  a	
  read-­‐only	
  OS,	
  run	
  applications	
  from	
  a	
  USB	
  drive	
  
or	
  a	
  sandbox	
  environment.	
  
Ê  Tails	
  
Ê  Portable	
  Apps	
  
Ê  Qubes	
  OS	
  



VMware	
  Fusion:	
  Windows	
  on	
  Mac	
  



Tails	
  and	
  PortableApps	
  



Facebook	
  Privacy	
  and	
  Security	
  Options	
  



Twitter	
  and	
  LinkedIn	
  Privacy	
  Options	
  



OSINT	
  Tool:	
  Stalkscan	
  



Defense	
  in	
  Depth	
  

Ê  Enable	
  multi-­‐factor	
  authentication	
  on	
  accounts,	
  regularly	
  change	
  passwords	
  and	
  use	
  a	
  password	
  safe	
  to	
  limit	
  password	
  reuse.	
  

Ê  Delete	
  data	
  securely.	
  

Ê  ENCRYPT:	
  mobile	
  devices,	
  laptops,	
  email,	
  chat,	
  messaging.	
  

Ê  Cover	
  web	
  cameras.	
  Strip	
  EXIF	
  data	
  from	
  photos	
  and	
  configure	
  your	
  devices	
  not	
  to	
  add	
  location	
  information.	
  

Ê  Turn	
  off	
  location	
  tracking	
  in	
  your	
  devices	
  except	
  when	
  you	
  need	
  it.	
  

Ê  If	
  you	
  need	
  to	
  travel	
  with	
  an	
  electronic	
  device,	
  consider	
  using	
  one	
  dedicated	
  for	
  this	
  purpose	
  that	
  has	
  limited	
  access	
  to	
  personal	
  data.	
  When	
  
crossing	
  a	
  border,	
  always	
  shut	
  down	
  devices	
  completely.	
  

Ê  Never	
  take	
  an	
  electronic	
  device	
  to	
  a	
  demonstration	
  or	
  consider	
  purchasing	
  a	
  “burner”	
  which	
  isn’t	
  associated	
  with	
  any	
  of	
  your	
  accounts.	
  

Ê  Use	
  anti-­‐virus,	
  a	
  firewall	
  and	
  patch	
  your	
  devices	
  regularly.	
  Secure	
  your	
  home	
  network:	
  encrypt	
  wireless,	
  change	
  the	
  default	
  password	
  on	
  your	
  
router,	
  configure	
  the	
  firewall.	
  Remember,	
  apply	
  security	
  in	
  layers	
  .	
  

Ê  Avoid	
  unencrypted	
  wireless.	
  If	
  you	
  must	
  use	
  it,	
  then	
  only	
  with	
  a	
  VPN.	
  

Ê  Enable	
  privacy	
  options	
  in	
  social	
  media	
  accounts	
  and	
  in	
  your	
  browser.	
  Use	
  search	
  engines	
  and	
  other	
  tools	
  to	
  validate	
  your	
  settings.	
  

Ê  Separate	
  your	
  social	
  media	
  personas,	
  don’t	
  use	
  real	
  names	
  if	
  not	
  required.	
  	
  



Trust	
  No	
  One	
  

CAUTION:	
  

There	
  are	
  limitations	
  to	
  any	
  
security	
  tool.	
  A	
  dedicated	
  
adversary	
  with	
  the	
  right	
  resources	
  
(time	
  and	
  money)	
  can	
  bypass	
  
them.	
  	
  

LAYER	
  YOUR	
  DEFENSES!	
  



Resources 	
  	
  

Ê  How	
  Whole	
  Disk	
  Encryption	
  Works	
  
https://www.symantec.com/content/en/us/enterprise/white_papers/b-­‐pgp_how_wholedisk_encryption_works_WP_21158817.en-­‐us.pdf	
  

Ê  Chatting	
  in	
  Secret	
  https://theintercept.com/2015/07/14/communicating-­‐secret-­‐watched/	
  

Ê  Enemies	
  of	
  the	
  Internet	
  http://surveillance.rsf.org/en/	
  

Ê  Me	
  and	
  My	
  Shadow	
  Project	
  https://myshadow.org/	
  

Ê  Freedom	
  on	
  the	
  Net	
  https://freedomhouse.org/report-­‐types/freedom-­‐net	
  

Ê  Access	
  Now	
  Digital	
  Security	
  Helpline	
  https://www.accessnow.org/help/	
  

Ê  EFF	
  Surveillance	
  Self	
  Defense	
  for	
  tutorials	
  on	
  using	
  security	
  tools	
  https://ssd.eff.org/	
  

Ê  Krebs	
  On	
  Security	
  http://krebsonsecurity.com/	
  

Ê  Best	
  VPN	
  Services	
  2017	
  http://www.pcmag.com/article2/0,2817,2403388,00.asp	
  

Ê  Digital	
  First	
  Aid	
  Kit	
  https://www.digitaldefenders.org/digitalfirstaid/	
  

Ê  Tor	
  Browser,	
  Orbot	
  or	
  Onion	
  Browser	
  for	
  mobile	
  devices	
  https://www.torproject.org/about/overview.html.en	
  

Ê  Burner	
  Phone	
  Best	
  Practices	
  http://www.b3rn3d.com/blog/2014/01/22/burnerphone/	
  

Ê  Password	
  managers:	
  Dashlane,	
  1Password,	
  Lastpass	
  


